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(Cybersecurity) Verton, Dan, “Black Ice:  The Invisible Threat of Cyber-Terrorism,” McGraw-Hill, 2003.

Defines dangers posed by a cyber-terrorist attack on US computer and network dependent infrastructure. Included are interviews with key insiders involved in planning and executing the US plan for defense of cyberspace, including Tom Ridge, James Gilmore, and CIA and NSA officials, along with members and supporters of terrorist groups, including al-Qaida. Verton investigates how cyber-terrorism could occur, what the global and financial implications are, the impact this is having and will continue to have on privacy and civil liberties, and how to prepare for and prevent cyber-terrorism.

Critical Foundations: Protecting America’s Infrastructure, the Report of the President’s Commission on Critical Infrastructure Protection (October 1997). www.tsa.gov/interweb/assetlibrary/infrastructure.pdf.

In this Information Age, the integration of telecommunications and computer systems has created a complex network of interdependence amongst infrastructures. As they systems become more interconnected and computer and network knowledge increase throughout the world, attacks will be easier and less costly to carry out. Though the Commission was not convinced of an immediate threat sufficient to cause fear of an imminent national crisis, they recommended immediate actions and partnerships between the private-sector and government agencies involved. Additional technologies are needed to protect the essential infrastructure and systems.
Integration of ITS with Security Systems in a Multimodal Environment, Port Authority of New York and New Jersey, http://security.transportation.org/sites/security/docs/Integration_ITS_Security.pdf.
In response to the attacks of September 11, 2001, the Port Authority of New York and New Jersey reviewed its actions, reactions, and lessons learned from the event. Despite the sudden, tremendous loss, the agency continued to function effectively in its mission of operating major airports, seaports, bridges, tunnels, bus terminals, and a rapid transit system. It was learned that incorporating Intelligent Transportation Systems with security systems provides benefits for the entire system. New solutions are continually being developed and implemented to protect this multi-modal transportation system from security threats.
Effects of Catastrophic Events on Transportation System Management and Operations:  August 2003 Northeast Blackout, Great Lakes Region, U.S. Department of Transportation and John A. Volpe National Transportation Systems Center, http://www.itsdocs.fhwa.dot.gov//JPODOCS/REPTS_TE//14021.pdf.

The report documents the pre-event conditions and event actions from the August 2001 blackout affecting the Great Lakes Region and examines impacts of catastrophic events on transportation system facilities and the role that Intelligent Transportation Systems play in responding to catastrophic events. The report included input from the chronology of events, a literature search, and interviews of key personnel involved in transportation operations decision-making during the blackout.
Effects of Catastrophic Events on Transportation System Management and Operations:  August 2003 Northeast Blackout, New York City, U.S. Department of Transportation and John A. Volpe National Transportation Systems Center, http://www.itsdocs.fhwa.dot.gov//JPODOCS/REPTS_TE//14023.pdf.
The report documents the pre-event conditions and event actions from the August 2001 blackout affecting New York City and examines impacts of catastrophic events on transportation system facilities and the role that Intelligent Transportation Systems play in responding to catastrophic events. The report included input from the chronology of events, a literature search, and interviews of key personnel involved in transportation operations decision-making during the blackout.
(Cybersecurity) “Utility Companies Face Barrage of Cyberattacks”, Computerworld (January 21, 2002)

“Information Sharing for Critical Infrastructure Protection,” Task Force Report of the President’s National Security Telecommunications Advisory Council (June 2001)
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