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Project Title: Recovery and Redundancy of TMC

	Statement of Problem:

Transportation Management Centers (TMCs) are becoming a critical part of the transportation infrastructure.  TMCs are a key tool that public agencies have used to proactively manage and control traffic to mitigate the impacts of congestion and improve the reliability of travel.  TMCs along with the services and information that people rely upon every day could be threatened. What if an entire TMC had to shut down?  From power outages to application and function failures, to terrorist threats or actions, providing system redundancy along with the ability to immediately recover and provide backup services is a critical step for agencies deploying their mission critical services.

The need for protecting critical infrastructure is crucial in dealing with a range of mishaps or disasters.  The events of September 11th have served as a wake-up call to cities and regions across the country about the need to prepare for the unexpected.  Maintaining mission critical functions during emergencies and treat conditions has become a top most priority.  TMCs across the nation need to prepare for natural and manmade catastrophes that can strike with little warning. In 2001, there were a total of 45 federally declared disasters within the United States, an average of one every eight days.  These disasters were located in 29 different states and included fires, terrorist attack, tropical storms, and earthquakes.

While there are many lessons that transportation agencies can learn from previous terrorist attacks, the relatively small number of attacks on the United States’ homeland leaves transportation systems planners, designers, and operators with a dilemma.  On the one hand, there is a heightened sense of awareness of threats and vulnerabilities.  On the other hand, there is little in the way of hard data to influence systems design and operation. 

Today, transportation agencies are addressing the need for threat and vulnerability assessments, redundancy in networks and control facilities, and personnel policies and practices.  There is also a re-examining of how existing emergency management plans will play out during an emergency, such as an attack on homeland security.

Once the danger of a disaster has passed, the focus shifts to recovery and rebuilding which can take several months to a number of years to complete depending on the nature of the disaster.  Recovery costs may be high, and as a result, a business recovery plan to document how to recover after a disaster is important.  The recovery plan shall also document how to resume operations as quickly as possible and with little interruption during the transition from emergency operations back to normal operations.

Redundancy is extremely important to consider in the development of a process or plan for the reliability and recovery of a TMC.  Redundancy within the system allows for parts to be disabled and the whole to still function.  The backup systems needed in any one emergency are determined by the nature and scope of the particular emergency.  At a minimum, transportation agencies should consider designing redundancy into transportation management plans in several areas:
· Regional transportation network

· Agency personnel

· Communications

· Utilities

· Control Centers

· Equipment and supplies
Building redundancy into the system can be expensive and be seen as “wasteful spending” in ordinary times.  It is always cheaper to have only one of a particular type of infrastructure, but when that item fails during a crisis, it can have a domino effect on hampering response and recovery efforts.

An alternative of building redundancy is to provide a portable temporary/remote TMCs, which can provide functions and benefits similar to those provided by permanent TMCs.  The applications of portable temporary TMCs have been particularly attractive in rural areas, construction zones, planned special events, and natural and manmade disasters.  Portable temporary/remote TMCs are suitable for providing traffic management and operations functions in rural areas.  They have also been used to manage and monitor traffic in construction zones, special planned events and natural and manmade disasters.

Portable temporary/remote TMCs may provide additional operational capability and redundancy.    Portable temporary TMCs may serve as permanent TMCs in the event of physical TMC facilities are removed from their current locations; provide redundancy in emergency and natural disaster situations; and provide remote communication access to existing TMCs and other agencies and systems.

Literature and information on issues related to planning, design, management and operations of TMC redundancy and recovery have been limited.  There is a need for detailed information and guidance on what redundancy and recovery are, why they may be important, how they can be used, how they should be developed and operated, issues to consider; and resources required.



	Suggested Approach:  

The objective of this project would be to scan and synthesize current practices and state of the practices as related to redundancy and recovery of TMCs.  This project would also highlight technical issues to considered, lessons learned, and recommended practices on the concepts, methods, and procedures for planning, design, develop and implement recovery plans and redundancy of TMCs.  The suggested approach to the project will include the following:

· Literature review and synthesis of the current documents and literature available and identify the gaps in the existing available resources and needs for research.

· Identify and summarize the state of the practices in the field of TMCs as well as other industries such as law enforcement, emergency management, etc.

· Identify and document lessons learned on planning, designing, implementing, operating, maintaining, building redundant systems and portable TMC’s.

· Identify issues and summarize methods and procedures for initiating, developing and maintaining recovery plans.

· Identify issues and develop concepts, methods and procedures for planning, design, and implementing system redundancy.  Issues to be considered may include:

· Needs assessment and prioritization

· Types of disasters (natural, technological, and man-made)

· Determination of tolerance levels

· Types of TMCs

· Types of redundancy (e.g., component/system redundancy vs. an alternate TMC at a different facility/location)

· Identify and discuss staffing requirements for operations.  Also identify the key issues to be considered in developing the staffing requirements.  

· Discuss how to consider the concept of operations and requirements that have been developed for permanent TMCs in the development of concept of operations and requirements for redundant systems and portable TMCs.

· Identify and discuss how the concept of operations and requirements for system redundancy and/or portable TMCs fit with that of other traffic management systems, public agencies, and regional multi-agency traffic operation initiatives (e.g. traffic incident management programs, planned special events, etc.) in a region.

· Develop scenarios for potential failures and provide examples and guidance



	Products:

· A Synthesis Report

· Fact Sheet

· Technical Presentation

	End Users (Product Customer):

The primary audience for this project will be agencies responsible for planning, design, managing, operating, and maintaining transportation management systems.

	Training, Outreach, and Distribution Plan:

-Outreach and awareness as to the availability of the product through professional organizations.

-Publicized through FHWA Divisions, Resource Centers and related program activities.

-The handbook will be available via CD as well as traditional print format.

	Rough Order of Magnitude Cost:

Person Hours: 




Labor Cost:

$


Direct Costs:

$


Total Cost:

$250,000


	Comments:

-Direct costs include limited funding to accommodate any interaction and review of practitioners on the development of this product and to obtain any available information from agencies via interviews and on-site visits to support development of case studies.

-Support initial distribution of limited number of copies to each State DOT.

	In-Kind Support or Other Funding (Beyond SP&R):

-FHWA and pooled fund participants technical support and project management in the development of the project proposal, scope and product development.

	Suggested Schedule for Major Milestones:

-12 months

	Benefits:




