TMC RECOVERY AND REDUNDANCY
Responding Agency: 
Department:

Name of Responder:

Phone Number of Responder:

May we contact you with specific additional questions to clarify answers?


OBJECTIVE OF THE STUDY
As part of pooled fund study covering TMC Recovery and Redundancy, an attempt is being made to determine the state-of-the-practice.  This specialty also referred to as “Contingency Planning” or “Disaster Recovery” has a long history in the business operations environments.  Planning and testing began in the mainframe days and has progressed to the current distributed computing environment.  
Early on in these projects it was realized that different organizations have different requirements for their operations environment.  They have different abilities to operate outside of their “normal” processes and locations. Different amounts of time that the organization may be without an operations function and still provide their services within emergency-acceptable boundaries.
Over the years many TMCs have had as a priority setting up operations and maintaining their functionality within a very tight budget.  Recovery and redundancy often takes a back seat to the immediate issues that are being encountered.  Realistically the function is often thought of as an “insurance policy” that will be done as soon as there is funding to accomplish the planning.
This questionnaire is meant to determine what level of planning has been done, and what level of planning should be done for TMCs.  The answer in the study is likely to be a spectrum of answers depending upon the specific objectives of the organization.  But, it is important for the study to understand the level of planning that your organization has accomplished and reasons behind this state in order to successfully communicate this spectrum analysis.
WHAT IS RECOVERY AND REDUNDANCY?
In the context of this questionnaire, “Recovery and Redundancy” should be thought of as the ability to recover your operations, and the types of risk mitigations that you have put into place to both avoid the need to recover operations and to aid in recovery that may be needed. 

PLANNING
Does your agency have a plan for Recovery and Redundancy for a TMC outage?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

If your agency has a plan,

INITIAL PLANNING
What issues did you face in getting funding to develop the initial plan?

How long did the planning process take?

What lessons were learned about the planning process?

What level of personnel was the executive sponsor for the planning process? 

What level of personnel ran the project? 

FOLLOW-UP
Has your agency tested the plan? 
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Can personnel obtain copies outside of the TMC?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Do you have procedures, if any, for updating the plan?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

If your agency does not have a plan, 

Do you feel your age SUBJECT   \* MERGEFORMAT ncy is covered for disasters?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

If yes, how are they covered?

If no, what are the weaknesses that need to be addresses?

Are there plans within the agency to document recovery and redundancy procedures in the future?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


INFRASTRUCTURE AND EQUIPMENT
Does your TMC have backup power?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

If yes, is the whole TMC covered, or only essential equipment?

Does your agency have a backup facility in the event of a TMC outage?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

If yes, what type of agreement (i.e. hot-site, cold-site, cooperative agreement)?
Does your agency do periodic backups of your systems and data?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Have you tested restoring the backups?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Where is the backup data kept?
Is the backup data readily accessible in an emergency event?

Does your agency have and maintain an up-to-date inventory of equipment that is needed in the case of a disaster, i.e. hardware, software?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

What software licensing issues, if any, has your agency had in development of a plan?


COMMUNICATIONS
Does your agency’s network provider, internal or external, have a recovery and redundancy plan?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Does your agency have a redundant communications network?

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

What plans are in place to redirect incoming voice and data lines to the backup TMC location?


PERSONNEL
Does your agency have a TMC personnel succession plan?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Does your agency have TMC procedures documented?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

Has your agency tested restoring/running your systems without key personnel, using other personnel and documentation?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


ACTUAL EMERGENCY
Has your agency had an emergency outage situation that required recovery of your TMC?
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

If yes,
What was the type of event?

How did the agency respond to the emergency?

How long did it take to fully recover the TMC?

Was a portion of the TMC functionally recovered first?
What was the effect of loss of the TMC on the community?

What emergency planning had been done before the emergency?

What processes and procedures did you use that worked especially well?

What lessons were learned from this situation?


ORGANIZATIONAL
What would trigger your agency declare a TMC emergency outage?

Who, within the agency, can make the decision to declare a TMC emergency outage?

Does your agency’s policy describe who is to be contacted once a TMC emergency outage has been declared? 
 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

What preemptive actions are taken when an emergency is anticipated, such as an expected hurricane or major winter storm?

