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Introduction

Whether managing day-to-day transportation or taking proactive steps to facilitate transportation during significant events such as those taken by local agencies in the Washington DC region on September 11, 2001, it is clear that Transportation Management Centers (TMC’s) are a critical part of the transportation infrastructure.  It’s no coincidence that the Montgomery County, Maryland County Executive took immediate and decisive action shortly after September 11, 2001 to co-locate the County’s TMC with the County’s police, fire and emergency medical services dispatch operations and the County’s Emergency Operations Center
.

The events of September 11, 2001 are just example of a catastrophic incident that could paralyze or even destroy a TMC such as what became of one of the Port Authority of New York and New Jersey’s TMC’s in the basement of one of the World Trade Center buildings. Many TMC’s around the country are the focal point for an organization’s transportation operations. If they are disabled, paralyzed, or temporarily shutdown, then they become ineffective and the traveling public can pay a terrible price. Hence, there is need to examine methods to provide TMC recovery and redundancy.

Unfortunately, catastrophic events may come in an indefinite number of combinations and permutations.  Rather than trying to identify each type of catastrophic event, it is more effective to identify one or several of the underlying issues to which the event fits.  The underlying issues are common in many of the mitigation and recovery methods utilized in other industries such as the banking industry and include:

· Loss of infrastructure such as the loss of the building, utilities, and / or communications.  The loss of infrastructure may be characterized as a “physical loss” resulting from a fire or explosion, or a “non-physical loss” resulting from occurrences such as contamination, riot, and destruction of roads leading to the facility.  The loss of infrastructure worse case scenario would require a complete relocation of the facility, and the need to obtain new equipment, and data.  Planning for the worse case allows one to migrate in the case of less than a worse case scenario.  A temporary loss of infrastructure or a loss of a portion of the infrastructure may be handled through taking less drastic measures than a full relocation.

· Loss of key personnel such as the loss or inaccessibility of key member(s) of the operational team.  The loss of key personnel may be due to such things as sickness, epidemic, employment action, or disasters where a large number of people are hurt.  If combined with the loss of the TMC building infrastructure, the loss of key personnel would further exacerbate the ability of a TMC to properly function. Planning for the worse case scenario would include being able to run the operation with none of the key personnel available. As such, documentation of operational procedures and existing systems is a key to providing recovery and redundancy capabilities to combat a loss of personnel.  Additionally, cross-training of staff with different responsibilities will help mitigate this type of risk.
· Loss of systems that are key to the operations of the TMC.  Causes of this type of loss include such occurrences as loss of hardware that run the systems, upgrades of operating systems components that have an adverse effect on the system, unique occurrences such as year 2000, and errors caused by embittered employees.  Again, this may occur along with other listed issues, but have their own mitigations and recovery issues.

· Community-wide disaster such as situations that affect the community as a whole. These may be civil emergencies, flooding or weather emergencies.  In these cases, the TMC is affected by being within the community.  The situation may be in the community in which the TMC resides, or a community that is near the TMC and is home to the stakeholders of the TMC.  Part of the planning may include a change in responsibility and volume of data being received because of the emergency, or combination with other issues such as loss of key personnel.

Mitigation is the key to keeping a TMC fully functional.  When factors occur that would normally lead to a catastrophic event, it is best to have the risk mitigations in place to lessen the impact.  TMC risk mitigation includes many different possibilities that should be planed for within a TMC.  Development of mitigation strategies should include a review of a typical TMC’s single points of failure. Mitigation strategies can be characterized as follows:

· Redundancy of staff, central systems, field devices, and communications infrastructure
· Documentation of standard operation procedures, emergency operating procedures
· Testing of back-up systems, operational procedures, drills and table top excersizes
· 
Security for both physical and data

For the case where mitigations do not fully protect the TMC from catastrophic events, plans must be formulated to address the appropriate level of recovery for each level of each of the issues listed above.  The plans must take into account the cost / benefit of the solution, the amount of time that the TMC or individual functions are allowed to be inactive after a catastrophic event, alternative methods of delivering the service, and the like.  The deployment and applicability of the worse case plan must be tested and retested in order to ensure that at any point the TMC is ready to execute the plan.

For this project, PB Farradyne will review possible mitigations that will enable these events to not catastrophically impact a TMC.  In the case where the results are catastrophic, PB Farradyne will review TMC recovery methods to reduce the adverse effects to a minimum.

Technical Approach

The objective of this project is to develop a technical document that provides guidance and recommended practices on how to plan, initiate, develop and implement recovery and redundancy plans for Transportation Management Centers (TMCs). There is a need for detailed information and guidance on what recovery and redundancy are, why they are important, and how they should be implemented. PB Farradyne’s technical approach is summarized in the following tasks.

The scope of the task order requires a mix of skills.  PB Farradyne proposes the use of a range of technical staff with expertise in all facets of a TMC, ranging from staffing and operations to communications to the cyber-security aspects of firmware, software, hardware, and system integration.  PB Farradyne will also bring staff to the project with breadth and depth of experience with the types of ITS deployed in TMC’s by public agencies including traffic signal systems, freeway management systems, Surveillance Control and Data Acquisition (SCADA) systems typically deployed for control of tunnel devices, and regional information exchange and sharing systems.

Task A:  Annotated Outline, References and Work Plan
Task A.1 – Kickoff Meeting

PB Farradyne’s Project Manager and Technical Director will attend a Project Kickoff Meeting with the Contract Office’s Task Manager (COTM), Mr. Raj Ghaman. At the Project Kickoff Meeting, PB Farradyne will:
· Review the proposed approach, staffing assignments, key issues, and critical path project elements related to completing the literature review, assessment of current practices, annotated outline, development of the technical document, and distribution plan and outreach materials. A formal MS PowerPoint presentation will be made to the COTM. Meeting minutes will be documented and distributed. As appropriate, issues discussed at the kickoff meeting will be used to revise the project plan and detailed project timeline.

· Review the Project Fact Sheet. The Project Fact Sheet is anticipated to include, but not necessarily be limited to the project’s purpose and need, expected influence within the practice, key technical topics and cross-cutting issues to be addressed by the project, and key milestones, deliverables and points of contact. PB Farradyne will develop and submit a two-page project fact sheet prior to the Kickoff Meeting. A revised Project Fact Sheet will be resubmitted to the COTM following incorporation of comments at the Project Kickoff Meeting.
· Review procedures for coordinating with the TMC Pooled Fund Study (PFS) Support Contractor, and obtaining timely input, review comments and guidance from participating TMC PFS members and other interested practitioners such as the ITE TMC and Traffic Incident Management Committees and the TRB Freeway Operations, Traffic Signal Systems and HOV Systems Committees. PB Farradyne will review all feedback, integrate the comments into one complete and representative document, and recommend to the COTM what comments are to be incorporated into the project. All correspondence with the TMC PFS members will be electronic -- no meetings are anticipated or have been scoped.
Task A.2 – List of References and Work Plan

In this subtask, PB Farradyne will apply our staff knowledge, undertake literature research, conduct on-site interviews to expand the input and knowledge base of TMC redundancy and recovery issues and practices, and develop a detailed work plan.
The purpose of the literature search and on-site interviews will be to identify:

· Written TMC recovery and redundancy practices

· Gaps in available literature resources and the need for what type of additional information. (As discussed later in this task, PB Farradyne will obtain additional information to fill identified gaps though interviews.)
· Lessons learned

· Issues and summarize methods and procedures for initiating developing and maintaining recovery plans

· Identify issues and methods for planning, design, and implementing TMC recovery and redundancy

While recovery and redundancy represent an increasingly important issue, literature and information on TMC recovery and redundancy practices to date is limited.  PB Farradyne will focus on identifying reports that address TMC recovery and redundancy issues related to the loss of key personnel, infrastructure, systems, and civil / weather emergences that may impact the TMC. PB Farradyne will provide a list of references, complete with a 3-4 sentence description, to the FHWA for review and approval. PB Farradyne’s initial literature search will be conducted according to FHWA feedback.  PB Farradyne also believes it would be helpful to review reports associated with the sites we visit later in this task and we will seek these reports as part of the process of setting up the site visits.  

We will gather information from a range of sources that relate to the subject more generally, to sources relating to specific technical areas such as cybersecurity as well as transportation and non-transportation organizations.  Cyber attacks include those that may specifically be waged against software systems.  Software components are fundamental to TMC’s and ITS systems.  In fact, many ITS systems such as freeway management systems, traffic signal systems, and regional information sharing systems may be completely software based.  Attacks on software have the possibility of altering what the system and personnel believe is the state of the system and can be easily launched from a laptop computer that is connected into the Internet through WiFi or cell phone carriers.  Examples of literature sources we will review include: 

· (Cybersecurity) Verton, Dan, Black Ice: The Invisible Threat of Cyber-Terrorism, McGraw-Hill, 2003

· National Infrastructure Protection Center documentation

· Critical Foundations: Protecting America’s Infrastructure, the Report of the President’s Commission on Critical Infrastructure Protection (October, 1997)

· (Cybersecurity) “Utility Companies Face Barrage of Cyberattacks”, Computerworld (January 21, 2002)

· “Information Sharing for Critical Infrastructure Protection,” Task Force Report of the President’s National Security Telecommunications Advisory Council (June 2001)

· 
· 
· 
· “Integration of ITS with Security Systems in a Multimodal Environment”, Port Authority of NY & NJ, http://security.transportation.org/doc/Integration_ITS_Security.pdf 

· “Effects of Catastrophic Events on Transportation System Management and Operations: August 2003 Northeast Blackout, Great Lake Region”, US Department of Transportation and John A. Volpe National Transportation Systems Center, http://www.itsdocs.fhwa.dot.gov//JPODOCS/REPTS_TE//14021.pdf
· “Effects of Catastrophic Events on Transportation System Management and Operations: August 2003 Northeast Blackout, New York City”, US Department of Transportation and John A. Volpe National Transportation Systems Center, http://www.itsdocs.fhwa.dot.gov//JPODOCS/REPTS_TE//14023.pdf
In order to further understand and increase the project knowledge base on TMC recovery and redundancy practices and issues, interviews will be held with selected TMC facilities that have experienced the loss or degradation of their TMC due to the loss of key personnel, infrastructure, systems or civil / weather emergencies. A draft list of 10 command and control center possible sites (a mix of both TMCs as well as non-transportation centers) will be generated along with a draft list of questions that will be asked of the TMC operating agencies and delivered to the FHWA for comment.  We anticipate the sites will include agencies that have experienced recent events impacting TMC recovery and redundancy issues including terrorist attacks, hurricanes, earthquakes, winter weather, etc.  A number of these sites include ITS systems and TMC’s that were designed or are being operated or maintained by PB Farradyne.   Potential sites include:

· New York City Metropolitan Area – PB Farradyne designed, developed and is currently enhancing the TRANSCOM Regional Architecture system, and is operating the New York City Joint Operations Center.
· Washington, DC Metropolitan Area – PB Farradyne developed the Maryland SHA’s CHART statewide transportation management software and the Northern Virginia District’s traffic signal control system, and is maintaining Northern Virginia’s freeway management system.

· Maryland Homeland Security Fusion Center – PB Farradyne was not involved in the design, creation or operation of this facility.  However, due to the close vicinity and the fact that the Pentagon considers this facility to be one of the most advanced Fusion Centers in the country, it is important to consider and integrate any TMC recovery and redundancy functions.

· Florida – PB Farradyne designed, deployed and is currently operating the Palm Beach Interim Traffic Control System (see article at the end of the Qualifications section on our experience there during the recent hurricane events).  PB Farradyne is also developing several modules of the Florida Department of Transportation’s statewide transportation management system software, and is engaged in incident response planning throughout the State.

· San Francisco Bay Area – PB Farradyne designed, deployed and is currently operating and maintaining the region’s 511 travel information system, and we were recently selected to deploy a video surveillance system for the Caltrans District 4 and a signal system for the City of San Francisco.

· Louisiana – PB Farradyne planned, designed and is now deploying transportation management systems in Baton Rouge, New Orleans and other areas in the state.  The use of the system during hurricane evacuations was a prime consideration.

· Kentucky – PB Farradyne planned, designed, and integrated a statewide Transportation Operations Center for the Kentucky Transportation Cabinet. PB Farradyne has also been tasked to design the physical elements of the Kentucky Office of Homeland Security’s fusion center which will be co-located with the statewide TOC. 

We also recommend visiting sites where winter storms frequently cause a disaster such as in Minnesota, Montana/Wyoming, or New England, or the sites of participating TMC PFS members.

We will use the recent experience of Douglas Ham and our national incident management experts to identify possible sites.  Mr. Ham has been engaged in several efforts with the American Association of State Highway and Transportation Officials (AASHTO) relating to the subject of security related vulnerability assessments and emergency management (see his biographical description later in the proposal) and can further advise FHWA on potential sites.  Similarly, our incident management experts have a wide variety of contacts with police and emergency response agencies who work closely with transportation officials in planning for recovery and redundancy of TMC’s and their operations.

In addition, if so desired by FHWA, we will work with Harry Saporta, a colleague in PB Transit and Rail to identify possible interviewees that would provide a public transportation perspective, especially related to light rail or mass transit TMC’s.  PB is one of the world’s leading public transportation system designers, with contacts throughout the industry. Prior to joining Parsons Brinckerhoff in 2003, Mr. Saporta served as the Federal Transit Administration’s (FTA) Director of Safety and Security where he was responsible for developing safety and security programs to meet the safety, homeland, and transit security needs of the transit industry throughout the United States.  In the wake of the events of September 11, 2001, he developed and implemented the Five Point Homeland Security Program that provided a strategic plan for combating potential acts of terrorism against transit agencies.
We plan to have Donald Correll lead all of the site visits with support from appropriate technical staff.  Having one person conducting the on-site interviews of all of the agencies will result in consistency of questioning and interpretation of answers.  Mr. Correll is a veteran engineer with years of system experience relating to threats and mitigations (see his biographical description later in the proposal).  He is an outgoing conversationalist who we believe will be able to easily engage interviewees in meaningful dialog.  

Having one person leading the on-site interviews will require more time for the interview process than if we conducted the interviews using multiple staff in parallel but we believe that Mr. Correll is the right person and that this is the best way to conduct this portion of the project.  If this causes schedule or budget concern to FHWA, we are able and are willing to discuss using comparably priced staff from our offices across the country to do interviews in parallel with Mr. Correll.

As the interviews proceed, we will add questions on issues identified in earlier interviews.  We will prepare a set of notes immediately following each interview, gather any follow-up information from the sites in response to comments from FHWA, and amend the interview notes accordingly. 

We plan to pose open-ended questions that will provoke thought and follow-up discussion.   Examples of the types of questions that may be asked are:

· What do you feel that the most important recovery issues and redundancy functions of a TMC?

· Are there TMC functions that your organization would need in the case of a failure that are not needed on a day-to-day basis?

· What are the main threats that concern your organization that affect your ability to provide TMC recovery and redundancy capabilities?

· What support does your agency require of infrastructure providers (electric, phone, on-street hardware, etc) to support TMC recovery and redundancy capabilities?

We will submit a draft list of sites and questions to FHWA, modify them according to FHWA feedback, and conduct interviews accordingly.

Task A.3 – Annotated Outline
PB Farradyne will prepare an annotated outline that will serve as the basis from which the Task B technical document will be developed. The outline will:

· Reflect information obtained through PB Farradyne’s literature search and interviews

· Define and discuss the concepts of TMC recovery and redundancy, and why they are necessary

· Clearly synthesize current practices and lessons learned related to TMC recovery and redundancy
· Address how TMC redundancy issue could impact the operation of other regional systems and / or operations
· Clearly describe the intended purpose and structure of each chapter
· Provide the foundation, context and framework for the subject matter, key technical topics and associated issues related to TMC recovery and redundancy that will be included in the technical document
· Address TMC recovery and redundancy in four areas – the loss of key personnel, infrastructure (e.g., communications, power, building), systems (e.g., hardware and software) and civil / weather events (e.g., hurricane, tornado, snow and ice) that can impact a TMC. Specific issues to be addressed include:

· Issues and methods for the planning, design, development and implementation of TMC recovery and redundancy
· Needs assessment and prioritization

· Determination of tolerance and “down time” thresholds

· Evacuation plan considerations on TMC recovery and redundancy requirements

· Recommended mitigation measures for the loss of personnel, infrastructure, systems and civil / weather events

· The merit of tabletop exercises

· The need for additional research, training or technology transfer initiatives

· The development of a TMC recovery checklist

· Funding 

PB Farradyne will prepare initial, draft, and final “working version” annotated outlines for the purpose of allowing staff and the COTM to focus and agree on the key messages, themes, organization, content, and how best to format and present the subject matter prior the development of a draft report. PB Farradyne’s approach is as follows:
· The initial annotated outline will focus on presenting high-level issues, key components, themes, messages, chapter and section organization, and justification and focus of the report
· The draft annotated outline will address and incorporate comments to the initial outline, and contain a sufficient level of detail that would be expected of a final outline

· The final annotated outline will address and incorporate comments of the draft outline

Deliverables:

· Project Kickoff Meeting presentation, minutes, and project fact sheet
· List of technical references
· Detailed work plan that sets forth PB Farradyne’s approach to collecting additional information not readily documented in literature

· Initial, Draft and Final Annotated Outlines that will serve as the basis for the development of the Task B technical document
Task B:  Produce Technical Documents
Task B.1 – Technical Document Mockups

PB Farradyne will prepare three technical document mockups to demonstrate alternative methods of presenting the technical information that will include, but not necessarily be limited to:
· Different page layouts

· Reference and cross reference methods and styles

· Indexing

· Use of color

· Presentation of key information through the use of checklists, highlighting successful and best practices, and emphasizing key points

· Layout and access issues associated with printed and electronic versions of the technical document

Task B.2 – Draft Technical Document

PB Farradyne will develop a draft technical document that is responsive to the final annotated outline and additional direction provided by the COTM, if necessary. Chapters will be incrementally submitted to the COTM for review for the purpose of obtaining initial feedback early in the technical document development process. We anticipate making ample use of photographs, charts, tables, graphics, etc. to make for a more interesting report.  Our writing style will be concise and devoid of unnecessary background information. The report will also include an Executive Summary that will list and very briefly describe the key issues and findings. 
The audience for the technical report is anticipated to include state DOT’s, metropolitan planning organizations, transit agencies, enforcement agencies and others that may have a role in a  TMC. Specific end users of the technical report are anticipated to include TMC managers, first level supervisors, and technical staff involved in the operations and management of the transportation system.

PB Farradyne’s focus will be on identifying and recommending practical solutions that will easily enhance TMC recovery and redundancy issues. The following examples illustrate the types of recommendations we anticipate making:

· Allow for moving termination of phone lines to alternative sites

· Install dial-back system on dial-in network

· Mount on-road hardware at a level above possible water levels

· Provide for alternative power supplies (generator, solar cells)

· Provide for alternative phone network (Cell phone, WiFi)

· Warehouse alternative on-street hardware for temporary placement
As a further illustration, consider the following excerpts from a report prepared by Virginia Department of Transportation (VDOT) personnel in the aftermath of the 9/11 attack on the Pentagon.  They point to various very practical mitigation measures, many of which are operations and recovery oriented.  PB Farradyne believes it is imperative that we give operations solutions of this type due attention:

· For external communications, VDOT will need to rely on the use of more specialized leased two-way and satellite type communication devices
· VDOT needs to have appropriate teleconferencing equipment exclusively dedicated for this sensitive traffic operation center
· Within the framework of managing incidents and emergencies of this magnitude and nature, VDOT needs interoperability guidelines for contact and interaction with the military
· A centralized unified district emergency command facility (information and command center) would encompass all VDOT sections, police, fire and rescue, COG and others
· Visual verification of traffic flow and patterns to confirm proper incident management signal plans are adequate for the emergency
· Establish protocol for providing and obtaining additional resources (equipment, signs, light towers, or manpower) from neighboring states or jurisdictions

As an integral part of the draft technical document, we anticipate preparation of a table that ties together the work produced up to this point.  A very brief excerpt of the table we envision is shown below:

	System Type
	Characterization
	Threat
	Impact
	Mitigation

	Signals
	Dial Up Network
	Unauthorized person dialing into network
	System running with unauthorized data
	Password protection

Dial Back service


Task B.3 – Final Technical Document

PB Farradyne will prepare a final technical document that fully addresses and incorporates comments to the draft technical document.  
Cambridge Systematics has been providing comprehensive development support for Section 508 to our Federal clients since June 2001.  This support includes planning, design, pro​duction, and maintenance of all electronic publication materials including web-based Intranet and Internet information.

Cambridge Systematics has staff that are trained in Section 508 compliance requirements and guidelines as are outlined in the Electronic and Information Technology Standards, Subpart B, Section 1194.22 (Web-based Intranet and Internet information and applications); Section 1194.24 (Video and multimedia products); and 1194.25 (Self-contained, closed products).  We are experienced in reworking existing publications and web sites to meet Section 508 compliance requirements, as well as developing electronic publications and web sites from inception to meet the requirements.  We also have experience in the requirements and writing style of descriptive alternative text and table summaries to add to the effectiveness of the compliance.

Cambridge Systematics’ staff utilizes the following software in this effort:

· HTML coding;

· Microsoft FrontPage;

· Microsoft Word 2000;

· Microsoft PowerPoint 2000;

· Adobe Acrobat 5; and

· Adobe Photoshop 7.

Deliverables:

· Three technical document mockups
· Draft technical document
· Final technical document

Task C:  Outreach Material and Distribution Plan
Task C.1 – Project Fact Sheet and Presentations

PB Farradyne will prepare a Project Fact Sheet for use by the COTM and TMC PFS members throughout the course of the project. The Project Fact Sheet shall:
· Summarize the purpose, benefits, key aspects and best practices related to TMC recovery and redundancy

· Be consistent with the annotated outlines and the draft and final technical documents, and updated throughout the course of the project as necessary
· Be geared towards individuals responsible for the planning, design, operation or maintenance of a TMC

PB Farradyne will also prepare MS Power Point projects and subject presentations, and update them throughout the course of the project as necessary. The project presentation will include speaker notes, and will summarize issues, challenges, purpose, expected outcome, findings, and schedule in a ~ 15-minute overview for a general audience. The subject presentation will provide a more detailed explanation of the technical document’s subject matter and will be designed to be a ~ 30-40 minute presentation. The intended audience is executives, managers, and technical staff that may be involved in the setting of policies, allocating resources, training and operations of a TMC.
Task C.2 Distribution Plan

PB Farradyne will develop a distribution plan to raise the level of awareness on the availability of the final technical document. Distribution channels to be researched are expected to include FHWA Resource Centers, FHWA Division Offices, electronic notice to the TMC profession, and provide a distribution list of agencies, organizations, and web sites.
Deliverables: 

· Project fact sheet
· Project presentations
· Subject presentations
· Distribution plan


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	






































�What does this have to do with the scope of work?  This action created a single point of failure condition…  In itself this action is actually counterproductive.  We need more description as to how this contributes to recovery and redundancy.


�I don’t understand this.  Testing of the Redundant systems?  This is the first time we mention something about testing.  Need to clarify.






