Transportation Management System Migration Plans and Procedures
Chapter 7: Testing, Verification and Validation

Chapter 7:  

Testing, Verification and Validation

This chapter describes the activities and considerations specific to migration projects that occur during the testing and verification phase. 

7.1 Testing, Verification and Validation Activities Defined

Testing and verification help determine if the target system was built correctly (i.e., if the system meets its specifications and requirements), whereas validation asks if the right system was built (e.g., if the system meets the goals and objectives outlined in the concept of operations).  Figure 7‑1 shows that testing, verification and validation begin after implementation.  
7.1.1 Testing and Verification

There are five basic types of testing and verification conducted: 
· Unit testing.
· Integration testing.
· Factory acceptance testing (FAT).
· Field integration testing.
· System acceptance and operational testing.
Unit Testing

Unit testing applies to projects that involve subcomponents or elements that can be tested separately.  In software development, the unit test applies to small portions of the software code.  In the case of hardware, a unit test is to verify that the piece of hardware meets specifications.  A unit test verifies that a particular module of source code or hardware device is working properly.  The theory behind unit tests is to write test cases for all functions and methods so that whenever a change causes a regression, it can be quickly identified and fixed.  Ideally, each test case is separate from the others.  For software, this type of testing is mostly done by the developers and not by end-users.  For hardware, unit testing is often conducted by sampling the units by a third party, often as part of the vendor’s overall product quality control process.  (However, it is not unusual for individual units, such as signal controllers, to be tested by an agency prior to integration testing.)  The goal of unit testing is to isolate each part of the program or hardware system and show that the individual parts are correct.  Unit testing provides a strict, written contract that the piece of code or hardware component must satisfy.  Unit testing also helps eliminate uncertainty in the pieces themselves and can be used in a bottom-up testing style approach.  By testing the parts of a software or hardware system first and then testing the sum of its parts, integration testing becomes much easier.
[image: image1.emf]
Figure 7‑1:  Systems Engineering “V” Diagram
(Testing and System Verification Steps Highlighted)
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Unit testing is part of the software development process.  Most contracts involving software require unit testing as a process requirement.  It is not standard practice to require particular unit test “results”, because the test is used to provide insight into the code, rather than into the ability for the code to provide the requirement. 
By contrast, most contracts require that the vendor show that samples of individual hardware components have been tested to verify that they meet specifications.  
Integration Testing

Integration testing involves individual software modules or hardware components being combined and tested as a group.  Integration testing takes as its input modules or devices that have been checked out by unit testing, groups them in larger aggregates, applies tests defined in an integration test plan to those aggregates, and delivers as its output the integrated system ready for system testing.  The purpose of integration testing is to verify functional, performance and reliability requirements placed on major design items.  All test cases are constructed to test that all components interact correctly.  The overall idea is a "building block" approach, in which verified subsystems are added to a verified base, which is then used to support the integration testing of further subsystems. 
Integration testing is commonly a process requirement in complex systems with multiple subsystems.  The agency generally does not review and approve the test scripts or test plan, but require that integration testing be undertaken.  
Factory Acceptance Testing

Factory Acceptance Testing (FAT) involves tests designed to be run on the completed system in a factory or laboratory setting.  Each individual test exercises a particular operating condition of the user's environment, or a feature of the system, known as a case.  Each test case has a pass/fail outcome.  The test environment is usually designed to mimic the anticipated user's environment.  The acceptance test is run against the supplied input data and/or an actual environment using an acceptance test script to direct the testers, and the results obtained are compared with the expected results.  If there is a correct match for every case, the test is said to pass.  If not, the system may either be rejected or accepted on conditions previously agreed to between the owner and the contractor.  The objective is to provide confidence that the delivered system meets the business requirements of the owner and users.

Field Integration Testing

Field integration testing is conducted when software is connected with the devices that it is meant to operate in the field.  Once software is connected with and integrated with devices in the field, testing is again conducted.  The tests are conducted to ensure that the lab-tested system performs as specified in a real-world environment.
System Acceptance and Operational Testing

After all elements have been implemented and field integration testing is complete, the final installed system is tested against the requirements of the system.  Specific test scripts are developed to test each requirement on the final system configuration.  The scripts include expected results.  If the expected results are produced, the test passes.  If all tests pass or are allowed by exception, the system is accepted, subject to any operational testing that might be required.  

Many projects include some time period after the system acceptance test when operational testing is conducted.  This simply means that the system is placed in service, and the system performance and any failures are logged over a specified period of time.  In many contracts, this is considered as the final test in the system acceptance test.  Operational testing is a key means of working out any kinks in the system.  User requirements are tested over a period of time under varying, real-world conditions.  Some agencies refer to operational testing as “final acceptance testing” and field integration testing as “conditional acceptance testing”. 
Validation (Operations and Maintenance)
The validation stage is when the system is placed into normal operations.  System performance monitoring and reporting for a migration project does not differ from a new ITS deployment. 
7.1.2 Monitoring

After target systems are implemented, tested and initially operated, they should be monitored and managed just as any new system would be.  Monitoring focuses not only on the target system, but on the performance in the field that the target system is meant to influence.  System performance monitoring focuses on system performance, failures, and usability, and the project-level goals and objectives established in the migration project concept of operations.  Monitoring of field operations should be based on the goals and objectives established for the complete ITS program. 
7.1.3 Reporting

Reporting is the bridge from monitoring performance to using that information to improve strategies and refine goals and objectives.  Reporting is also key to building support for ITS migration and target systems by showing their benefits.  

The most important consideration in reporting performance is ensuring that the findings are presented in a manner appropriate to their intended audience.  Results reported to non-technical decision-makers or the public should not use technical jargon or assume any prerequisite knowledge of operational concepts.  Instead, reports to non-technical audiences should present the findings as clearly and concisely as possible, focusing on those performance measures of greatest importance to the target audience.  

The eventual format of the performance report can be extremely varied based on the particular needs of the evaluation.  It may be a formal document intended to be widely distributed, or an informal report intended for internal agency use only.  The findings may not even be disseminated with a traditional document, but instead may be communicated through use of presentations, web sites, press releases, or other media.

Application to ITS Migration Projects

Testing, verification and validation activities for ITS migration projects are the same as those conducted for new implementations.  There are a few differences in the types of tests or the testing approach based on the fact that a legacy system is involved.  The difference is based on the fact that the testing, verification and validation must be designed with the understanding that there was a migration project, and not a new implementation project conducted.  That is, there are a few concepts that must be considered:

· The focus of a testing process is on the behavior of the repairs made to the “cuts” – that is the interfaces between the legacy system and the portions of the system that were migrated.  The inner workings of the migration project can be well understood.  It is the interfaces that may be difficult to develop implement and understand.  Plus, the interaction of the legacy system components that remain and the new migrated components may be difficult to predict. 
· Testing and verification conducted as part of a migration project must be considered as having two purposes.  The first is to check that the project meets the design specifications and requirements.  The second is to reveal information not only about the migration project itself but about the existing system.  Tests are sometimes difficult to design for migration projects if the performance of the existing system is not well understood.  It may be that a test threshold simply cannot be met due to some feature of the legacy system revealed during testing.  The testing and verification process for most migration projects cannot be distilled down to a pass/fail disposition.  The information discovered in the testing and verification process can lead to four potential scenarios.  The scenarios do not all begin with a test failure.  The important aspect of the testing and verification stage is the information gathering.  The tests may be passed by the migration project, but information about the behavior of parts of the whole or the legacy system can influence decisions about future needs and migration projects.  Based on the results of system testing, one or more of the following may apply:
· Acceptance of the system as meeting all stated requirements (unmitigated success).
· Acceptance of less-than-optimal performance for the short or long-term (in the case of a test failure).  The best option may be to leave the target system as is, and/or to develop a work-around to avoid the less-than-optimal performance of the target system. 
· Implement a new design solution.  The test results may suggest that modifications should be made to the target system that result in even better operations, or in ease of making even more changes in the future.  The test (most commonly a failed test) could also suggest that the design solution chosen was not the best approach.  A new design may be the best solution at this juncture, perhaps a design with larger or smaller system boundaries.  
· Modify the system requirements, or concept of operations.  The test results may suggest that the system requirements or even the goals and objectives in the concept of operations should be modified.  The modification may be done to:
· accept the system as is (typically a test failure scenario).
· to respond to redesign needs that may expand or contract the system boundaries.
· to make modifications that reflect a new understanding of the target system (which could either expand or contract the requirements, goals, and objectives).
· Document the information, and put future changes through the change control process for future migration projects.  The system information revealed may influence future decisions on migration project priorities. 
The heart surgeon conducts tests during surgery and after closing to ensure success.  During the surgery, there is continuous testing and monitoring of the body’s systems (respiration, blood pressure, heart rate) to ensure that all remains well during the surgery.  Just after the surgery, there is a recovery period when the patient is monitored rather closely – this could be thought of as operations testing.  After the recovery period, the patient is placed into “normal operations” and systems are tested and measured annually, unless symptoms point to a need for more immediate testing. 
The surgery may have been a total success with all objectives and outcomes met.  However, the result may also be that the patient has to reduce his or her expectations on how the body will function (acceptance of less than optimal performance) or another procedure needs to be conducted (implement and new design solution).  The patient may have modify his or her lifestyle (modify system requirements or concept of operations).  It may be that the surgery simply put off some additional procedures that were part of the contingency plan (document the information for future migration projects).  
What is Different about Migration Projects that may affect the Testing, Verification and Validation Stages?

Migration projects include all the forms of testing mentioned above and may, under certain circumstances, include additional testing such as regression testing and side-by-side testing.  Regression testing can be performed as unit, factory, or acceptance testing and is done to verify that changes or additions to the system have not had a negative impact on the remaining portions of the existing system.  Any testing documentation that is available for the existing system should be reviewed in order to determine whether it would be useful for reuse in regression testing.  Client staff in place when the legacy system became operational or that have had extensive experience with the legacy system should be consulted during the review of the testing documents and during the regression testing activities.  
Side-by-side testing is a special form of testing that can be performed with the new system can be run in parallel with the existing system.  Side-by-side testing can be performed on new system elements that are required to be functionally similar to those of the legacy system.  Reports, data interfaces, and control elements can be tested during side-by-side testing.
For ITS migration testing there are two important issues that are addressed during the testing and verification process:

· Testing must devise means to assess the interfaces – the cuts and repairs – which are the focus of an ITS migration project.  Although this may seem straight forward, the test design must consider the cost and time to test, and even the feasibility of a particular test at the interfaces.  Sometimes the only means, or the most efficient means, to perform a test of an interface is to conduct end-to-end testing of the function that the interface supports, with the interface located at within the system at some point between the ends.  Even if an end-to-end test apparently passes, any detail of the actual functions at the interface is unknown. This may be acceptable.  However, if a test fails, then additional testing must be available to track down the source of an end-to-end test failure, and especially to understand if the failure originates at the interface. 
· For migration projects in which there are many unknowns about the legacy system, the testing phase may result in more changes than expected on a new implementation.  As discussed earlier, testing reveals information about the system that may not be understood until the testing phase.  The test results can inform decisions about the migration design, and about future migration projects. 
When the target system is placed into continuous service, the validation phase begins.  There are no differences between validation in a new implementation and a migration.  The information that was discovered during the migration project and placed under change management should be reviewed, and future plans for the system may be modified based on that information.  And the system should be monitored and performance measures tracked to ensure that future migrations may proceed with as few unknowns as possible. 

7.2 Mini Cases – Discussion

For each mini-case described in Chapter 1, the following questions are posed:

· Does this step apply to the mini-case? 
· If no, why not? 
· If yes, what are the possible actions that should be taken? 
In many situations, the testing, verification, and validation process does not vary for a migration project from what is required in development of a new system.  Especially for validation and operations, there are no appreciable differences.  In all cases, the monitoring and reporting aspects of validation and operation for migrations do not differ from what is required for new development.  The discussion below is intended to only highlight the portions of the cases that differ from new development.  Particularly, is there a need for side-by-side or regression testing?   
7.2.1 Field Device Migration: DMS for NTCIP Conformance
At this point in DMS migration project, the testing, verification, and validation of migrating to NTCIP standards do not vary significantly from implementing a new NTCIP compliant system.
7.2.2 Communications Systems Migration
The communication system migration is designed to provide parallel communication systems.  The individual devices were cut-over according to the cut-over plan.  Because of the approach taken, both in terms of the parallel systems and the ability of the system to migrate some devices in one corridor or along one fiber run and not others, side-by-side testing was possible and was the most expeditious way to verify the new communications system.  
Verification and Testing
The side-by-side testing consisted of first verifying that the legacy communication system operated as expected.  The devices being migrated on a particular fiber run were moved to the new Ethernet system and the operation was verified against the previous operation and the operation of devices that had not been migrated yet.  In this case, video cameras were connected to IP addressable encoders in the field that transmitted their images through field located Ethernet switches to the core Ethernet switch.  The images were routed to the new video server, just as the outputs of the matrix switch were.  This allowed a side-by-side comparison of the legacy and target system from the operator selecting a camera to the image being displayed appropriately.  
Validation and Operations

As mentioned above, there is no appreciable difference in the validation and operations stage between migration and new implementation.  
7.2.3 Change in Function: TMC Central Software Migration
The central system migration case provides an opportunity to discuss regression testing.  
Verification and Testing

During field integration testing of the new software, the testing team could not get the central system to communicate with existing DMS.  The legacy DMS were not NTCIP compliant.  Some agency personnel recall that there were some issues with communicating with the signs and legacy system were first installed.  However, the system documentation included communication protocols for the signs.  The target software was investigated.  The code showed that the driver matched the protocol specification.  There were a variety of possible reasons for the communication errors and the migration team had to determine what the problems were.  They decided to do a regression test of the sign subsystem, breaking the subsystem into its components, testing each, then connecting components and testing the connected portion of the subsystem.  
The signs proved to work correctly when messages were selected at the sign directly through the sign controller or through a serial laptop connection.  At the same time, the communication stream from central was tested using a protocol analyzer.  The protocol proved to match what was specified.  The team then analyzed the communication stream from the DMS and found that protocol was not consistent with the documentation from the legacy system.  The device driver for the signs needed to be revised to match the protocol that the sign actually used.  The team traced back from the test to the design documents, the requirements, and the concept of operations and found that only the design and coding needed to be revised.  All changes were documented along with the actual protocol and placed back under configuration management.
Validation and Operations

As mentioned above, there is no appreciable difference in the validation and operations stage between migration and new implementation.  
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