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1) Recovery and Mitigation in the TMC – Definitions & Purpose
Purpose of the Chapter:  Identify the reasons that recovery and mitigation are important to the reader and the reader’s organization.  To set a proper reference point, a definition of the problem, size, and effect of recovery and mitigation as used in this paper will be set.  Recovery and mitigation will then be brought to a personal level with discussions about levels of and reasons for preparedness, levels currently being employed, and specific needs of Traffic Management Centers (TMC).
Key Message/Theme: 
· Recovery and mitigation are critical to the TMC organization
· The approach to recovery and mitigation strategy is based on the specific organizational functions and criticality of operations
· Recovery and mitigation is made up of a number of different activities which can vary from agency to agency with no set formula.  Each needs to be considered in relation to the specific recovery and mitigation strategy.
Key Topics to be addressed: 
· Define the concept of recovery and mitigation so that the reader may have a basic reference point
· Causes of outages that should be addressed
· Effects of outages on the organization and community
· Levels of recovery and mitigation that may be considered depending on the requirements
· Individual efforts required within a recovery and mitigation plan
How this Chapter Relates to other Chapters: 
This chapter provides background to level-set the reader on the meaning of recovery and mitigation as the terms will be used in this paper.  It also provides an overview of the complexities of recovery and mitigation that will be expounded in later chapters.
Overview of Recovery and Mitigation

· Definition of recovery and mitigation
a. Definition of systems and components of hardware, software, people, facilities and procedures that need to be considered.

b. Stoppages will happen.  It is not a matter of “if”; it is a matter of “when”.

c. Responsibility of management for understanding the services provided during emergency and non-emergency situations, prioritize the services, and plan how to provide these services within appropriate timeframes from a stoppage.
· Size of the problem

a. Nationally emergency preparedness and response is a major issue.
b. Causes of stoppages and emergency situations include terrorism, fires, civil disturbances, weather, sickness, union actions, systems viruses, and the like.
· Effects of system stoppage
a. Direct effects of stoppage in not meeting organizational goals

b. Indirect effects of stoppage in loss of confidence of stakeholders

· Discussion of possible levels of recovery and mitigation that may be chosen by different organizations

a. Costs for recovery and mitigation are a function of the length of time that the system may be unavailable and the integrity of the data being restored leading up to the system stoppage.

b. An assessment of the organizational goals provides input to these the level of preparedness that is needed.

· Reasons for planning
a. Planning requires the agency and its stakeholders to think about recovery and mitigation situations and impacts, better preparing them to manage the situations.
b. Planning provides additional information on the organization’s assets thus allowing better management during normal conditions.
· Results of interviews and survey questions 

a. Each TMC is different in their goals, objectives, management style and operations.

b. Differences in each TMC translate into different needs for and levels of recovery and mitigation.

c. There are extremes of every case: planners, testers, physical redundancy of some or all systems, review of the plan with all parties. 

Functions of a TMC

· Organizational functions of the TMC
a. Reasons for differences in TMC functions include needs of the community, funding, political pressures, philosophies of management, environmental concerns
b. Organizational differences create differences in functions during emergency situations.
· Value and criticality to the community  of the TMC functionality

· Importance during non-emergency situations

a. Possible goals and objectives of the TMC during normal operations

· Importance during emergency situations

a. Possible goals and objectives of the TMC during emergency situations
Importance of recovery and mitigation for a TMC
· Allowable timeframe for TMC outage
a. Factors that must be considered in how long the TMC functions may be non-operational during an outage situation 

· Functionality that needs to be recovered quickly
a. Considerations that must be taken in order to prioritize between systems within the TMC.  This will allow the ability to bring different systems back in order that they are needed.
· Ability to regain normal operations

a. Part of the planning process should be to set policies and procedures for when and how to return to the restored or normalized TMC.  This process is much like the original process of leaving the TMC.

b. In the case where returning to the original TMC is not possible, policies and procedures for setting up a new TMC should be included.

· Types of mitigation

a. Lowering the possibility of system stoppage, thus avoiding need to recover
b. Lowering the risk to the organization, its stakeholders and the greater community once a stoppage has occurred and a recovery is necessitated.
· Redundancy of the infrastructure
a. Redundancy of the TMC is the most costly solution possible which provides for no stoppage of the services.

b. A redundant site may be used for overflow work.  If used in this way, testing is accomplished as a part of doing normal work.

· Alternate sites

a. Lower cost solution than a redundant site

b. Hot sites provide the data center, workstations, and communications facilities already in place.

c. Cold sites provide an infrastructure of HVAC, wiring, and communications in place.  All servers, workstations, and office equipment will have to be supplied.

d. Trailer site is an operations center that may be moved into place as needed.  It may be outfitted as a hot site or as a cold site.

e. Cooperative backup agreement with another agency allows one agency to use another agency’s operation center if a stoppage occurs.
· Documentation

a. Critical part of recovery and mitigation strategy
b. Allow restoration without specific key staff members

c. Allows efficiency and effectiveness in restoring operational services.

d. Ongoing work is needed in order to keep the documentation current

· Testing 
a. Testing is vital to recovery efforts
b. Desk testing works through different scenarios that may occur as a reason for an outage and may be accomplished in a working session.
c. Test activation is a hands-on test effort where the necessary TMC functionality is executed at an alternate site.

2) Synthesis of Current Practices

Purpose of the Chapter:  To review the state-of-the-art of recovery and mitigation (AKA contingency planning) in the industry and the state-of-the-practice as found within TMCs.  Best practices that have been found within TMCs will be reviewed in order to present an understanding of processes and procedures that may be applicable to individual TMCs.
Key Message/Theme: 
· State-of-the-art concepts of Recovery and Mitigation, also known as contingency planning
· State-of-the-practice concepts Recovery and Mitigation as it is practiced in TMCs
· TMC best practices as related to Recovery and Mitigation
Key Topics to be addressed: 
· State-of-the-art in Recovery and Mitigation
· TMC state-of-the-practice in Recovery and Mitigation as determined from interviews
· TMC generated best practices in Recovery and Mitigation as determined by interviews 
How this Chapter Relates to other Chapters: 

This chapter provides the reader background in possible approaches to Recovery and Mitigation.  Once understanding the different possibilities, management may make a considered decision on the level of preparedness that the organization will achieve.
State-of-the-art 
· Management Commitment

a. Management’s priority for Recovery and Mitigation
b. Funding for planning for Recovery and Mitigation
c. Funding for ongoing testing of and updates to Recovery and Mitigation plan
· Policy Issues
a. Establish an executive sponsor (champion)
b. Set personnel expectations on emergency responsibilities
c. Declaration of an emergency situation

d. Lines of authority during an emergency

e. Interdepartmental communications during an emergency
f. External communications during an emergency
· Planning
a. Determining the mission of the organization
b. Prioritizing the functions provided by the organization

c. Determining allowable downtime

d. Determining the allowable integrity of data 
e. Designing a recovery and mitigation strategy that meets these constraints

f.  Design the recovery and mitigation plan

· Testing
a. Frequency of testing

b. Scenario testing

c. Recovery testing

d. Staffing for testing

e. Updates to plan based on test results
· Documentation
a. Contingency Plan
b. Processes Documentation

c. Procedures Documentation

d. Policy Manual

e. Passwords

f. Network Layouts

g. Storage of documentation

h. Accessibility of documentation

i. Internal Contact List

j. External Contact List

k. Vendor Contact List

· Alternative site
a. Hot Site

b. Cold Site

c. Redundant Site

d. Cooperative agreement

Current State-of-the-practice 
· Management Commitment

a. This is one of the most important parts. There must be a champion at the TMC level to document the plan and also support from upper management to provide the necessary resources and policies.
b. Funding for Recovery and Mitigation needs that come out of the planning effort, i.e. equipment, additional space, additional supplies.

c. Weekly DRP status meetings

· Policies issues
a. All personnel are able to be activated during any outage situation

b. Loosen restrictions on procurement authority levels

c. Plan is frequently part of state emergency operations plan
· Planning

a. Expect the unexpected 
b. What is the basis for emergency operations for 1 TMC may be standard operations for another TMC
c. Alternate communications paths for use in communications outages
d. Backup power for loss of power in operations center
e. Backup power for loss of power to field equipment
f. Agreements with other agencies. Make contacts and develop relationships before they are necessary.
g. Power may be supplied by multiple power grids

h. Staff supplied with cellular phones from different suppliers

i. Amount of training that is given
· Testing

a. Validation and testing accomplished when recovery and mitigation were required 
b. Testing individual systems to pinpoint problems 
c. Scheduled testing and updates to plan by errors that were found
· Documentation

a. Document distribution
1. Not able to get to it during disaster

2. On network

3. Wide distribution
b. Full and sanitized copies
1. Passwords and phone numbers in documentation

2. Some without critical information
· Alternative site

a. Cooperative agreements with other agencies

b. Gain regional assistance

c. Communications to center from alternative site

d. Interagency communications to other agencies upon moving to alternative site and actually getting site operational

Synthesis of Results & Best Practices
· Responding to Actual Emergencies
a. Issues on streets different than expected

b. Contacting personnel about outage

c. Information on outage is incomplete and inaccurate

d. Manual procedures not handling actual occurrence

e. Businesses and organizations not able to operate

· Results of interviews and survey questions
a. Testing not regularly scheduled

b. Some alternate sites only communicate to main server

c. Many agencies unaware of GETS and WPS

d. Water-based fire prevention systems in server room

· Actual experiences 

a. Data communications infrastructure issues
b. Voice communications issues

c. Intergovernmental communications issues

d. Communications with the public

e. Information on outage is incomplete and inaccurate

f. Power issues

g. Loss of information from field equipment
h. Systems and communications did not come back online as expected
i. System restoration issues
· Best practices

a. Communications

i. Ensure your plan covers loss of all communications

ii. Ensure that the agency uses multiple types of communications technology and multiple providers
iii. Examine potential sites to place advanced technology to help better communicate with the public during an emergency

iv. Establish communications relationships with various media outlets

v. Establish or strengthen the communication among agencies

vi. Use WPS and GETS for priority communications 

b. External relationships

i. Build on external relationships with other transportation agencies

ii. Work with regional consortiums

iii. Involve law enforcement agencies and other non-traditional agencies

iv. Work closely with state and local emergency management centers

v. Include the private sector
c. Operations Center

i. Construct a “bunker” operation center 
ii. Understand the function of your roadway system

iii. Understand the options available in your transit system

iv. Consider the movement of pedestrians as well as vehicles

v. Provide power to ITS equipment at both the TMC and in the field

vi. Periodically re-evaluate the need for backup power and generators
vii. Determine the benefits and costs of purchasing and maintaining backup power
viii. Test generators by turning generators on during normal operations

ix. Backup site on a different power grid than the primary site

x. Maintain some older technology, which may be less susceptible to power outages

xi. Conduct an inventory of resources that might be needed in an emergency 
xii. Do not neglect the small items [food, water, flashlights, batteries, radios]
xiii. Make updating the recovery and mitigation plan a part of the normal processes within the organization
d. Process

i. Periodic status meeting to update and improve the plan

ii. Train and practice 
iii. Have people know what to do and why they do it

iv. Establish internal coordination 
v. Set your priorities as quickly as possible 
vi. Develop procedures to begin early in an emergency 
vii. Do not ignore low-tech solutions 
viii. Learn from past events 
ix. Develop procedures detailing when to restart your system
x. Develop clear procedures for evacuations
xi. Utilize portable ITS equipment in responding to incidents

xii. Realize that with massive outages, the use of ITS to suggest alternative routes may be limited
xiii. Physically protect field infrastructure
xiv. Establish a plan assuming  no communications avaialble
xv. Rethink the definition of redundancy
e. Policy

i. Establish and disseminate a policy for displaying messages on variable message signs

ii. Develop a consistent policy for toll and fare collection
· Improvements that could be made to state-of-the-practice
a. TMC management understand and communicate the need for planning

b. Funding made available for initial planning and ongoing updates

c. Start with identifying, documenting and getting approval of TMC mission
d. Design approach to recovery and mitigation according to the mission
e. Understand the worst case scenario with the loss of the primary center (i.e. all servers)

f. Test and update plan systemically and periodically

g. Store plan appropriately
3)  The Planning Process
Purpose of the Chapter:  To review the reasons for and process of executing the project of planning for recovery and mitigation of systems outages.  An understanding of the personnel involved, documentation, funding, and objectives of the recovery and mitigation are covered in order for the executive sponsor to understand the various issues involved in this process.  This chapter also addresses the necessity and ongoing commitment necessary for continued support of the plan.
Key Message/Theme: 
· Mitigation and recovery of TMC’s begins with planning
· An appropriate plan that is tested and updated is key for the TMC management in times of system outage

· Preparation and maintaining an appropriate plan requires time and effort 
Key Topics to be addressed: 
· Complexity of generically planning for all types of outages

· Risk mitigation pertaining to high availability of systems

· Risk mitigation pertaining to restoration of systems

· Justifying funding and approval for the planning process

· Need for Continuity of Operations

· The necessity for testing planned recovery and mitigation

· Reasons and methods for ongoing support of the recovery and mitigation plan 
How this Chapter Relates to other Chapters: 
Previous chapters have discussed the reasons for recovery and mitigation in a TMC, and an overview of recovery and mitigation strategies.  This chapter discusses the work that is necessary to bring the TMC to the preparedness level that is desired.  Following chapters will discuss more specifics about each of the parts of the plan.
Planning Generically for All Types of Outages

· Scope

a. Importance of continuity of operations

b. Keys to the success of planning
c. What the plan should cover

d. Applicable normal and emergency functions of the TMC

· Team

a. Responsibilities for each team that should be established

b. Who should be part of the each team

c. Responsibility and authority for team members

d. Resources for the team

e. Training for team

· Management

a. Executive sponsor (champion) responsibilities

b. Management of the recovery and mitigation organization

c. External interfaces

d. Decisions during system outage 

· Documentation

a. Types of documentation that should be part of the plan
b. Reasons that the specific documentation should be part of the plan

c. Approach to preparation of the documentation

d. Methods for maintenance of documentation

e. Granularity of the instructions within the documentation

f. Sensitivity of the documentation

· Communications Infrastructure

a. Size and complexity of the issue
b. Data communications needs
c. Voice communications needs
d. Mitigation strategies for high availability communications infrastructure

e. Recovering communications infrastructure

· Alternate Sites

a. Redundant TMC site

b. Hot sites for alternate TMC 

c. Cold sites for alternate TMC

d. Reciprocal agreements for alternate TMC

Risk Mitigation

· Risk mitigation when using high availability strategies
a. Organizational impact of system outage
b. Analysis of known risks and single point of failure

c. Applicable infrastructure mitigations
d. Applicable physical security mitigations

e. Applicable logical security mitigations

f. Applicable technology mitigations

g. Applicable communications mitigations

h. Policies that effect high availability

· Risk mitigation for restoration activities
a. Determine objective of restoration

b. Plan and test appropriate backups

c. Plan for alternate site

d. Plan for resources at alternate site

e. Identify prioritization of systems

f. Plan security at alternate site

g. Review vendor Service Level Agreements for restoration commitments

Funding and Approvals for Planning

· Management approval

a. Management support for effort of planning for systems outages

b. Organizational mindset towards systems outages

c. Costs of planning for recovery and mitigation
d. Budgeting for recovery and mitigation planning
· Lower operations cost

a. Recovery and mitigation planning requires asset management
b. Possible operational benefits and cost savings using asset management information

· Insurance

a. Traditional cost/benefit analysis may not be used

b. Recovery and mitigation planning is analogous to insurance
· Ongoing costs

a. Ongoing updates to plan is needed

b. Including costs in all projects

c. Budgeting ongoing costs separately

Continuity of Operations
· Objectives of planning for continuity of operations

· Development of a continuity of operations plan
· Possible levels and relative costs of providing continuity of operations
Testing of the Plan

· Reasons for testing
· Types of testing

· Oversight of testing

· Knowledge gained from testing
Ongoing Support for the Plan
· Reasons that ongoing support is required

· What should be included in ongoing support

· Timing of ongoing support
· Funding for ongoing support
4) Recovery & Mitigation Policies
Purpose of the Chapter:  To review policy implications of recovery and mitigation.  This chapter will suggest possible policies to be implemented in order to lower risks associated with mitigation strategies such as high availability as well as risks associated with recovery activities.  Issues associated with returning the TMC to normal operating conditions will also be addressed.
Key Message/Theme: 
· As part of a recovery initiative, specific policies may lower risk.

· Returning to normal operations must be planned and executed in much the same manner as was used to move to an emergency condition.
Key Topics to be addressed: 
· Policy issues to be considered by TMC management to mitigate risk in recovery and mitigation
· Complexity of returning a TMC to normal operations conditions
· Documentation and planning needed for the return of the TMC to normal operations conditions.
How this Chapter Relates to other Chapters: 
Previous chapters have discussed the reasons for recovery and mitigation in a TMC, an overview of recovery and mitigation strategies, and the work that is necessary to bring the TMC to the preparedness level that is desired.  This chapter discusses policy issues that may mitigate risk as well as those issues related to returning to normal operating conditions.  Following chapters will discuss more specifics about the remaining portions of the plan.
Policy Issues

· Internal communications path for outage information
a. Function of team in internal communications

b. Notification/Activation communications

c. Quality of information being communicated

d. Timing of communications

e. Pre-established modes and protocols for internal communications

f. Types of information to be communicated

g. Communications to keep senior management and staff informed

· External communications path for outage information

a. Authority for communications with other governmental agencies

b. Authority and process for communications with the private sector

c. Authority and process for communications with the media

· Decision path for outage management
a. Criteria for making a decision to go into emergency operations

b. Coordination with all those that need the information

c. Service Level Agreement requirements for suppliers

· Priority by length of outage
a. Variables to consider in deciding the recovery time objectives

b. Determination of recovery time objective categories by function

· Priority of planning
a. Reasons for recovery and mitigation planning
b. Management’s commitment to the planning process

c. How the planning fits into the normal operations and budgeting cycles

· Ongoing planning updates

a. Reasons for ongoing planning
b. Management’s commitment to ongoing planning

c. How ongoing planning fits into normal operations and budget cycles

· Succession planning policy

a. Establish lines of succession 

b. Ensure that lines of succession are applicable to times of emergency operation 

c. Train backups in the work and decision making of the prime position

· Risk mitigation policy

a. Personnel succession planning and documentation

b. Back-out planning and execution for system upgrades

c. Standard hardware

d. Standard software

e. Standard communications

Returning to normal conditions

· Planning for returning to the TMC
a. Issues involved in returning to the TMC
b. Reconstruction of the TMC

c. Restoration of normal conditions

· Timing of the return to the TMC
a. Availability of redundant site

b. Availability of reciprocal site

c. Availability of hot site

d. Availability of cold site

· Implications of being at an alternate site
a. Location relative to other departments

b. Personnel family issues

Additional costs of working from alternate site

5) Types and Causes for System Outages and Related Recovery and Mitigation 
Purpose of the Chapter:  To review the causes of system stoppage in detail and discuss what may be done in order to mitigate appropriate ones.  Because all possible combinations of causes can not be anticipated, this chapter’s discussion is based on the possible effects of the system outages.   
Key Message/Theme: 
· It is not possible to plan for all of the causes of system outages

· The effects of the outages may be planned for and mitigated as appropriate
Key Topics to be addressed: 
· Loss of use of the physical infrastructure of the TMC

· Loss of key TMC personnel

· Loss of systems
· Community-wide disaster
How this Chapter Relates to other Chapters: 
Previous chapters have discussed reasons for recovery and mitigation planning, how to effectively execute the planning and related policy issues.  This chapter covers the effects of systems outages and related causes.  Following chapters will discuss the need for and the complexities of efforts needed after the planning process is complete.
a. Loss of Infrastructure

· Definition of loss of infrastructure
· Redundant processing site
a. Reasons to use redundant processing sites

b. Ways of using redundant processing sites

c. Relative costs

· Alternate processing sites

a. Types of alternate processing sites

b. Relative costs

c. Issues associated with each type of site

· Rerouting communications to processing site
a. Methods of rerouting communications

b. Issues associated with rerouting communications

· Moving personnel to alternate site
a. Logistics of the move

b. Personnel issues with moves

c. Organizational issues with move

· Off-site backups of systems
a. Types of backups

b. Relative costs

c. What to backup
d. Backup intervals

e. Storage and access to backups

· Procedures for handling loss of infrastructure
a. Need for planning for loss of infrastructure

b. Authority for execution of plan

c. Types of plan depending upon alternate site

· Documentation of process for handling loss of infrastructure
a. Need for a written plan

b. Update requirements

· Testing alternate processing solution
a. Need for testing the alternate processing solution

b. Types of testing that need to be accomplished

c. Frequency of testing

· Administrative complexities with alternate site employment

a. Agreements to use alternate sites

b. Personnel issues with use of alternate sites

b. Loss of Key Personnel

· Definition of loss of key personnel
· Procedures for handling loss of key personnel
a. Identifying key personnel

b. Succession planning

c. Training possible successors

d. Documentation of process

· Documentation of process for handling loss of key personnel
a. Level of documentation
b. Testing of documentation

c. Loss of Systems

· Definition of loss of system
· Redundant processing site
a. Applicability of redundant processing site to loss of system

b. Preparations for use of redundant processing site

· Alternate processing sites

a. Applicability of redundant processing site to loss of system

b. Preparations for use of redundant processing site

· Backups of systems
a. Applicable backups for loss of system

b. Use of backups for loss of system

c. Storage and access to backup systems

· Back-out (reverse changes) planning during upgrades

a. Reasons to plan back-outs of system upgrades

b. Issues with back-outs of system upgrades

c. Decision making on system back-outs

· Procedure for handling loss of systems

a. Decision making for emergency operations

b. Notification of applicable people

· Documentation of process
a. Level of documentation

b. Training on documentation

c. Storage of documentation

d. Access to documentation

· Testing alternate processing solution
a. Reasons for testing

b. Frequency of testing

· Administrative complexities with alternate site employment

a. Agreements to use alternate sites

b. Personnel issues with use of alternate sites

d. Community-wide Disaster (Weather and/or Civil Emergencies)
· Definition of community-wide disaster
· Redundant processing site
a. Applicability of redundant processing site to loss of system

b. Preparations for use of redundant processing site

· Alternate processing sites

a. Applicability of alternate processing site to loss of system

b. Relative costs

c. Preparations for use of alternate processing site

· Rerouting communications to alternate site

a. Alternatives for rerouting communications

b. Relative costs

c. Issues associated with rerouting communications

· Off-site backup of systems
a. Types of backups

b. Relative costs

c. What to backup

d. Backup intervals

e. Storage and access to backups

· Procedure for handling community-wide disaster

a. Additional issues to consider when the emergency conditions are caused by a community wide disaster

b. Infrastructure items not available for community

c. Personnel personal issues

· Documentation of process of functions during a community-wide disaster.

a. Written plans

b. Updating plans

· Testing alternate processing solution
a. Needs for testing alternate processing solutions
b. Types of testing that may be accomplished

c. Frequency of testing

· Communications with public

a. Define information that should be communicated with the public

b. Define information that should not be communicated with the public

c. Define approval process for communications of information with the public

· Administrative complexities with alternate site employment
a. Agreements to use alternate sites

b. Personnel issues with use of alternate sites

6) Testing Preparedness
Purpose of the Chapter:  To review methods that may be employed for testing recovery and mitigation for the TMC.  As a part of testing, the need for a continuous improvement cycle is reviewed.
Key Message/Theme: 
· Reasons for testing of TMC recovery and mitigation
· Periodic testing is required 
· Need for continuous improvement of documentation

Key Topics to be addressed: 
· Purpose of testing 

· Types of testing

· Requirement for periodic testing

· Storage of testing plan

How this Chapter Relates to other Chapters: 
Previous chapters have discussed the need for recovery and mitigation, planning, policy implications, and documentation.  This chapter covers the need for testing.  The final chapters will cover the issues of ongoing support and the points to remember.

· Purpose of testing the recovery and mitigation plan
· Cycles of testing plan
· Types of tests 

a. Full test

b. Desk/Scenario Testing

· Documentation and review of testing of plan
a. Observer for the test

b. Continuous improvement cycle

· Location of test plan storage

7) Ongoing Support of the Plan
Purpose of the Chapter:  To point out the need and requirement for ongoing support of the recovery and mitigation plan.  The plan and potential outcome during a system outage is only as good as the plan documentation is current.  Information will be presented to encourage management to make an ongoing commitment to the need for and process of updating the plan.

Key Message/Theme: 
· The recovery and mitigation documentation must be updated consistently in order to continue to be of value to the TMC.
Key Topics to be addressed: 
· Need for ongoing support of the recovery and mitigation documentation.

· Management commitment to continued update to the recovery and mitigation plan

· Possible methods for updating the recovery and mitigation plan
How this Chapter Relates to other Chapters: 
Previous chapters have discussed recovery and mitigation planning, documentation, policy concepts and testing.  This chapter presents the final and ongoing step.  Continuous maintenance of the plan and related documentation is covered in this chapter.  The final chapter which follows is a summary of important points and next steps in the reader’s thinking.
· Need for management commitment of ongoing support of plan and related documentation.
· Priority placed by management on updates for the plan and documentation
· Use of test results to update the plan

· Methods which may be used to systemically update the plan documentation
a. As part of each development and maintenance project

b. As an annual stand-alone project

c. Combination of the two

8) Summary
Purpose of the Chapter:  To present a compendium of important points which have been presented within the paper.
Key Message/Theme: 
· Preparing for recovery and mitigation is important for the TMC

· Policy decisions to support recovery and mitigation

· Management directions that support the recovery and mitigation effort
Key Topics to be addressed: 
· Talking points of reasons that recovery and mitigation is important for the TMC
· Possible policies to support recovery and mitigation of the TMC

· Next steps to begin the process towards a plan
How this Chapter Relates to other Chapters: 

Previous chapters have taken the reader through an overview of recovery and mitigation, described reasons to plan, documentation and testing issues, policy issues, and ongoing maintenance.  This last chapter provides a summary of important points that have been previously provided in order to allow the reader to use this as an outline for moving forward and easily use the information that has been presented.
· Reasons that recovery and mitigation strategies and planning are important
· Policy issues that should be considered

· Next steps to begin planning
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